IIpunoosicenue N 1 — obpazey

MHINKATHUBHO LIEHOBO ITPEJIJIOJKEHUE

3A
onpenensiHe Ha MPOTrHO3HAa CTOWHOCT Ha OOLIeCTBeHa MoOpbYKa C Npeamert: ,, Haozpaxcoane na

nopmana 3a mMpexcoea u UHMOPMAUUOHHA CUYPHOCM HA HAUUOHATHUA UEHMDBD 34 PeaKkuus
npu  UHWUOCHMU 6b6 6PB3KA ¢ UHPOPMAUUOHHAMA CUZYPHOCM ¢  OONBAHUMEIHU
¢ynkyuonannocmu®

OT: CM Koncynra EOO/L, 121627612, rp. Co¢us, yn. Cumeonocko Llloce 276,
02/958 99 49, office@smcon.com

(HanmeHoBanue Ha yyactHuka, EWK, aapec, TenedoH 3a KOHTaKT, el1€KTpOHHA Mo11a)

BbB Bpb3ka ¢ 00sBeHaTa nazapHa KOHCYJITalMs ¢ MOCOYEHHs Mo-rope npeamet Bu
Npe/CTaBsMe HALLETO MHAMKATUBHO LIEHOBO Mpe/uiokeHue B TabinyHa gopma:

IpeacraBsive nonbianeno Ipuioxenne Ne 1.1 - UHAMKATHBHO IEHOBO Npe/LI0KEHHE B
Taban4yHa dopma kbM IIHcmo — nokaHa 3a NpeacTaBsiHe HA HHIHKATHBHO EHOBO

NPEATOKECHHE,

Llenara/uienure e/ca onpeaeneHa/m TNpU MBJIHO CBHOTBETCTBHE C MW3MCKBAaHMATA Ha
Bb3noxurens, nocoyeHn B [lMcMOTO — mnokaHa 3a mnpeacTaBsHE Ha WHAMKATMBHO LIEHOBO
NpeUI0KEHHE.

AKO y4aCTHHKBT HE € PErMCTpUpaH Nno 3aKoHa 3a 1aHbK BbpXy aodaBeHa ctoiHoct (3/1/1C)
JIMUE, TOM MOcOo4YBa TOBAa 0OCTOSATENCTBO B 3a6ene>xw HacTosuus obpazen v He nocousa JIJIC
B MHJMKATUBHOTO LIEHOBO Mpe0kKEHHE. /
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Mpunoxenne Ne 1. 1. kbm MNucmo-noxana 3a
npe, Ha

PaspaboteaHe Ha moayn 3a ob6paboTeaHe Ha
NOCTBNBAWM BLHLIHU 338BKW 1 JOKNAAK

MoaynbT we noanomorne o6cAyBaHETO Ha NpUCTUraLUTe No e-mail 3aABKu Ypes BbBeAaHe
Ha aBTOMaTM3MpaH NOAX0/, 3a Cb3/jaBaHe Ha MHUMAEHT (e-mail KbM MHLMARHT).
AsTOMaTU3NpaHeTo Ha npoueca (BHeapaBaHeTo Ha moayna) TpabBa Aa ce HanNpasu Taka, Ye B
Meiin cbpBbpa Aa 0CTaBa CNe/Aa 3a BCUYKN NOYYEHN W U3NpaTeHn meiinn npes nopTana.
AreHumAaTa usnon3sa Microsoft Exchange server 2016.

DYHKUMOHMPAHETO Ha TUKET cucTemata (Moayna 3a 06paboTka Ha BbHWHY 3anBKK) TpAGBa
HaNb/HO Aa OTrOBapA Ha yTBbpAEHaTa npoueaypa 3a 06paboTka Ha MHUNAEHTY B [upekuna
MUC.

ABTOMaTU3MpaHe Ha Npoueca Ha
NO/y4aBaHe Ha CUrHanM 3a
HapyweHus N perucTpupaHeTo
w“ma B MopTtana 3a MUC, KakTo 1
yBeA( Ha JI0K.

NobaBaHe Ha HOBW GYHKLIMOHANHOCTH U
£10paboTKa Ha CbLLEeCTBYBALUM B MOAYA
JMHumpeHT”

1. Pa3paboTBaHe Ha TMNOBM WaBNOHN 32 UHUMAEHTN B MOAYA ,UHLUnMAeHTH - [la ce pa3paboTy
HOBa GYHKUMOHANHOCT ,WabNOH 3a TUNOBM MHLMABHTI, Ype3 KOMTO aBTOMATUYHO ce NONbABAT
| A@HHU B CHOTBETCTBUE C Pa3paboTeHnA WabnoH 3a CbOTBETHUA TUNOB MHUMAEHT.

PaspaboTteHu TMNoBuM Wabnoxu 3a
Pa3NMUHUTE MHUWAEHTN

2. ABTomaTtnuHa 06paboTka eAHOBPEMEHHO Ha MHOXECTBO IP agpecy Ha 3acerHaTi cucTemn

- UMnopT Ha cnncebk ¢ IP agpecu Ha 3acerHatin CUcTemu oT Gaitn Cbe CTPYKTypUpaHa
nHbopmauua npu 06paboTka Ha UHLUNAEHTH.

- ABTOMaTMYHa NpoBepKa 3a obxBaTa Ha BbBeAeHUTe IP aapeck Ha 3acerHaTuTe cUcTemu — B
appecuTe Ha KOHCTUTYeHTUTe Ha CERT BbArapua n Ha MHTEpHET focTaBunumTe Ypes
CbMNOCTaBAHEe Ha AaHHUTE, HAAUYHM B NOPTana v Tesn, durypupauiu B 6a3a aaHHuTe 3a ISP-Tata 8
RIPE.

- ABTOMATU4YHO BbBEMAaHE Ha [laHHMTE Ha 3acerHaTuTe CTPaHM, YCTaHOBEHM OT NpoBepKata no
T.2 ~ HaWMeHOBaHWe Ha 3aceraHata cTpaHa, 3acerHaty IP agpecy, e-mail v ap. nonesxa
nHbopmauus.

- Bb3MOXKHOCT 32 M3npauwaHe Ha aBTOMaTU4HU YBEAOMNEHUA MO eNeKTPOHHa Nowa Ao
y4acTHUUMTE NO NpeABapuUTeNHO 3aganeH WwabnoH c 0606weHn AaHHN 3a Bcuukm IP agpecn
Y4aCTBALUM B KOHKPETHUA MHUMAEHT OT HErOBaTa Mpexa.

- Bb3MOXHOCT 33 AHOBPEMEeHHO NPUKAYBaHe Ha MHOMKECTBO GailNoBe NpU u3npaljaHe Ha
yBefoMNeHue.

- Pernctpupane Ha BCUMKW U3NPaTEHU B XPOHONOTUATA HA MHUMAEHTA.

- U3npatennTe ysegomnenns Tpabea fja OCTaBAT Konue/cnesa B Meiin copebpa Ha [A EY.

- Npomaxa Ha popmaTa Ha BbBEKAAHE HA faHHUTe B none ,IP agpec”.

- TpabBa Aa ce paswupy GyHKUMATA 33 ThpceHe No P aapec nocpeAcTBom obeanHABaHe Ha

ABTOMaTM3MpaHe Ha npoueca Ha
06paboTka Ha MOHOMecTBO IP
appecw B MopTana 3a MUC,
peructpupane 8 lNoprana 3a MUC
1 yBeOMABaHE Ha 3acerHaTute
cTpauu Ypes MNoprana 3a MUC.

3. Moanduympare Ha ,XpoHonorua” - HeobxoAMMO e Aa ce pasrpaHuuarT aeiAcTenATa no
06paboTka Ha MHUWAEHTA OT XPOHONOTUMHNTE ONEpaLMK B CUCTEMATa, KaTo NO TO3W HauMH ce
rapaHTMpa NorMyHaTa NocNeA0BaTeNHOCT Ha NPOLECUTE U XPOHONOMMYHA noapeaba Ha
perncTpupannTe cbbuTUA.

Pa3aenaHe Ha AeicTBMATa MO
06paboTka Ha MHUWAEHTa OT
XPOHONOTUYHUTE CUCTEMHMN

onepaumu.

4. Moaudunumpare Ha MHGOPMALMATA B HAKOM OT eKpaHUTe / OTAGNHUTE MeHIoTa

- M3BexpaaHe Ha nHpopmaumsa 3a 3acerHatute IP aapecu B meHio , MHUMAEHTN

- U3sexpaHe Ha AaHHW 3a 3acerHarara CTpaHa B B MOAyN ,UHUMAEHTH"

- U3sexpaaHe Ha MHPOpMaLmA 3a 3aceraHTu IP agpecu B Moayn ,UHUMAEHTH"

- Bb3MOXKHOCT 3a M360p Ha y4acTHULM (eAuH, NOBeYe, BCUYKM) NPU M3NPaLLAHEe Ha aBTOMATUYHK
yBeAOMNEHUA B MOAYA ,MHUMAEHTU", CeKUMA ,YHacTHULM .

- BbBexpaaHe Ha NPOMEHW NO OTHOLWEHME Ha U3BEXKAAHE Ha AaHHM 3a e-mail aapec Ha
y4acTHUUUTE B MOAYN ,UHUMAEHTH", cekumna ,Y4acTHUUn "

- Yka3saHe Ha IP agpeca (eAuH WM NOBeYe), 3aCErHaT OT CBbP3aHWUA MHUMAEHTA - MOAYA
JMHUMABHTH, cekuma ,,CBBP3aHN HLUMAEHTH

Moandurumnpanm ekpaHu, KoMTo
ynecHaBat npoueca Ha obpaboTka
Ha MHLMABHTW.

60 000 ns.

72 000 ne.

93 000 ns.

111 600 ns.
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5. OnTumusauma Ha Gopmu, pean3saitH ABTOMATUHYHO NONbABaHE Ha

- Heobx0Anmo Aa ce NPOMEHM CTaTyTa Ha HAKOM OT 3aAbMXKUTENHWUTE NONETA 3 NONbABAHE. [aHHW B noseye oT egHa Gopma,
- Ala ce npeABMAM Bb3MOXHOCT 32 aBTOMATUYHO NOMBABAHE Ha AaHHM (B €4Ha MAK NoBeye CNa3Banku NPUHUUNA BEAHBK
dopmu) B cnyyait Ha KOHCTaTUpaHa HeOBXOAMMOCT B Npoueca Ha BU3HEC aHanns. BbBEAEHU, MHOTOKPaTHO

- BbBexaaHe Ha NpoMeHN No OTHOWEHUE Ha NoApeAGaTa Ha eNemMeHTUTe B MOAANHN NPO30PUM |M3NON3BaHN
(eAnH MK noBeue) ¢ uen ONTUMM3ALNA Ha ,NONE3HOTO" NPOCTPAHCTBO, UIBEMAAHE HA
AONBAHUTENHN BYTOHM 33 OCHOBHM ARICTBIA — 3aNMC, OTKa3.

- HeobxoAnMOCT 0T NpecTpyKTypUpaHe Ha CeKuna ,XPOHONOIMA” 8 MOAYA ,MHUMAEHTH C ornep,
MHTErpupaHe Ha TUKET cuctemara.

MNpecTpyKTypupaHe Ha nHTepdeiica 3a 1. PaspaboTsaHe Ha npoueaypu ABTOMaTUHHO HaNUBaHe Ha 10 000 ns. 12 000 ns.
HanuBaHe Ha yA3BMMOCTH B NOpTana, MoAyn | B Moy YA3BUMOCTM Ha nopTana 3a MUC aBTOMATUYHO Ce HaNWBaT YA3BMMOCTUTE, NON3BAlKN  |yA3BUMOCTYU B noprana v
»YA3BUMOCTH Kato n3tounuk National Vulnerability Database (NVD) Ha CALLL. B T031 MOAyN Ce OCBLECTBABA M |aBTOMAaTUYHO U3NpaLaHe Ha
Bpb3KaTa MeXAy yA3BMMOCTUTe U 6asaTa AaHHM Cbe codTyepa 1 xapayepa N3non3saH ot 610NeTUH C HOBOM3NE3NN
KOHCTUTYEHTWTE, KORTO NO3BONABA Ha NOTPEBUTENUTE AA BUKAAT, KAKTO BCUYKM HANNUHK YA3BUMOCTU A0 KOHCTUTYEHTUTE,
YA3BUMOCTH, TaKa 1 CaMO Te3un, KOMTO Ce OTHACAT KOHKPETHO 3a TAXHaTa MHCTanaly 6a3a. |otrc Ha n3no. ot

Mpu npomsAHa CTpyKTypaTa Ha MHGOPMaLMATa nopasara ot NVD ce Hanara KOpeKLWA Ha cxemarta [Tax codTyep U xapayep.
Ha cbnocTasAKe ¢ nonetata ot 6asata B NopTana, 3aT0Ba € HEOBXOANMO cUCTeMATa Aa e MbBKaBa |PasnuccaHn npoyeaypy 3a
M aganTusHa Npu NPOMEHN Ha BXOAHUTE AaHHU. 3a uenTta TpabBa Aa ce pas3paboTAT NPoLeAYPU |HanuBaHe Ha YA3BUMOCTH 1

3a: HanacsaHeTo UM ¢
- chbupare Ha uHpOpMaLmaTa 3a yAssumocTuTe B Gasata; MHCTanaumoHHata 6asa fgaHuu.
- CbNOCTABAHETO Ha YA3BMMOCTTa C MHCTaNaUMoHHaTa 6a3a JaHHU Ha KOHCTUTYEHTUTE. O6yueH nepcoHan Ha CER Bulgaria
Tpabsa aa 6bae obyden eknnbT Ha CERT BG aa npunara cboTBeTHUTE npoueaypu. Aa Npunara Te3n npoueaypu.
OcvuiecTeABaHe Ha BPb3KaTa C MeiiN CbPBbPA, C OTNeA U3BbPLBaAHE NpeaocTanHe Ha EAY u

1uun u3BarTaRaue No a-mail nn nrrnaanuuiute nn MUC) anaa aaara 2
2. ApantupaHe kbm 06HOBEHaTa CTPYKTYpa Ha AaHHKTe B CVE cnucbumte (Common - NoapobHo pasnucaHa
Vulnerabilities and Exposures List) npoueaypa 3a akTyanusmpaHe Ha
B pamkuTe Ha obxBaTa Ha NopbYKa, U3NbAHUTENAT CnesaBa Aa M3BLPWM HeobXxoauMUTE CVE cnucwbyme;
KOPEKUMM B CXeMaTa Ha CbOTBeCTBME Mex/ly noneTata o 6a3ata B NOPTaNa u AaHHUTE, - TectBaHe Ha npoueayparta ot

CbAbPKALWMK e B akTyanmusnpaHute CVE Cnnucbym, KaTo NO TO3M HauMH OCUIYpU BLIMOXHOCT 33 |caywuTenu Ha CERT Bulgaria
nepuoanyYHo o6HosABaHe Ha CVE cnucbka.

[Aopa3suBaHe Ha GYHKLLMOHANHOCTTa 3a M3npawaHeTo Ha MHGOPMALUNOHHM GIONETUHM 32 HOBOOTKPUTM YA3BUMOCTH € efiHa OT YeTUpUTe |ABTOMATUYHO n3npaujaHe Ha 8000 ne. 9 600 ns..
v3npauwaHe Ha UHGOPMALMOHHN BroNeTUHM EAY, kouto CERT bbAarapua npejocTasa Ha CBOUTE KOHCTUTYEHTW. B ceralwHaTa cu peanvsaums | 6IONeTUHM 33 HOBOU3NE3NN
Ce M3npawa e-meitn ¢ MHGOPMaLMA 33 HOBOUINE3NUTE YAIBUMOCTH, OTFOBAPALLW Ha YA3BUMOCTH A0 BCUYKM

M3NON3BAHNA COPTYEP 1 XapAyep OT KOHCTUTYEHTUTE, CaMO aKo ce e aboHupan. [la ce NPeABUAN | KOHCTUTYEHTM.
aKTUBMPaHe No NoApasbupaHe 3a BCUUYKM PErUCTPUPAHUN KOHCTUTYeHTH, a EAY Aa e 3a 0TKas oT
aboHameHT. Ha notpebuten ¢ pons AAMUHUCTPATOP Ha CUCTeMaTa Aa ce Aafe NPaBo Ha
PeAaKkUmMA Ha Tasn GyHKUMOHANHOCT.

[opa3ssuBaHe Ha GyHKUMOHANHOCTTa Heobxoanmo e na 6bae A0pa3BuTa GyHKLMOHANHOCTTA 33 COPTHPAHE HA BCUYKM KONOHM BbB BbamMOXHOCT 3a copTUpaHe Ha 12 000 ns. 14 400 ns.
»,CopTupaHe No KONOHU" BCUYKM MOAYNN. BCUYKM KONOHMU BbB BCUYKM
moayau.

OntumMn3anpaHe Ha popmara 3a AoKNaaBaHe Ha |Heobxoanmo aa ce npepaboTAT noneTata 8bB dopmarta 3a AOKNAABAHE HA MHUWAEHTM A0 OnpocteHa popma 3a goknaasaHe 5 000 ns. 6 000 ns..
MHUNAEHTH rapaHTMpaHe Ha NbAHO CbOTBETCTBME C NONeTaTa B cucTemara. Creq M3npalaKe Ha ycnewHo Ha UHUWAEGHTH, KOATO Cries

nonbaHeHa Gopma 3a A0KNaABaHe, BbBEAEHaTa OT NoTpebuTens uHGopMauma cheasa M3npaujaHe BAW3a aBTOMaTUYHO B

aBTOMaTMYHO Aia ce NoNbABa B CUCTEMATA. noptana 3a MUC u Ha nosaTens ce

Heobxoanmo e aa ce Hagrpaau GyHKUMOHANHOCTTa upes: M3npauia aBTOMaTUYHO

- M3BEXAAHE HA YBEAOMUTENHO ChOBLLEHNE 3a NOTBLPXK/AEHME HA YCNELWHO peannsnpaHa cbobuieHme 3a ycnewHo uanparew

onepauua UNK yKasBaHe Ha NpuYMHUTE 3a rpewka, 8 n:«fm—s 4e e KOHCTaTMpaHa Takasea; W PerncTpupaH curHan s

- B NOLWEHCKaTa KyTua nm;®w°<nm_‘ﬁ.5m Aa ce NoNy4Yu ussectne 3a NOCTLNUA CUrHaN B NOpTana. |cuctemara.

>

3annyeHo Ha
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Pesynratu

TG Erofinoc (s pess)

6Ges AAC
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OcurypasaHe Ha Bpb3Ka ¢ ABTOMaTU3MpaHaTa
uHdopmaumoHHa cuctema(AUC) 3a
WHBEHTapM3auma Ha MHGOPMALNOHHM N
KOMYHUKAUMOHHHWU MHPPACTPYKTYpHU (UKK)
pecypcu.

3apexpaHeTo Ha AaHHu (upload) uie ce ocbuyecTeasa nocpeacteom WEB cepsus u SOAP XML
NpOTOKOAN.

M3nbanuTenaT Ha obuectseHa NopbyKa cneasa Aa NOArOTBM HEOBXOANMUSA BXOA KbM nopTana,
CbOTBETCTBAW, HA 3aNerHannTe B aHaNn3a N3NCKBAHUA 33 OCHLULECTBABAHE Ha obmeH Ha AaHHU
MeXAay ABeTe CUCTeMM.

B npoueca Ha aHanu3 1 NpoekTUpaHe (Ha NPOEKTa 33 UHBEHTAPM3ALMA HA MHPOPMALMOHHUTE
aKkTMBM) cnessa fja 6bae yTouHeHa 4 aHa p Te NPOMEHW M Hy}/AaTa OT
NepuoanYHa aKTyanu3aumna, KakTo U MHTEePBANUTE HA HEeIMHOTO OBHOBABaHe.

MNoaabprKaHe Ha akTyanHa
UHCTanauMoHHa 6asa AAHHKU Ha
KOHCTUTYeHTUTEe.

99 000 ne..

118 800 ns.

NopobpasaHe Ha Gbp30AENCTBUETO Ha
cucremara

B ETan 1: AHanu3 v npoekTupate U3nbauutens Tpabsa pa nposeae HeobxoaMMUTE TecTose 3a
HaToBapBaHe Ha CUCTeMa, @ aHAM3MPA NONYUEHNTE Pe3YATaTU U a HaNPaBK CbOTBETHUTE
npenopbku 3a noaobpasaHe Ha Gbp3oaeicTBMeTo. Cnes peanusmpaHe Ha HoBUTE
GYHKUMOHANHN N3UCKBAHUA, NPEAN OKOHYATENHOTO MM BHeApABaHe, Npoueaypata Tpabsa aa
Ce NOBTOPW U Aa Ce rapaHTMpa MUHUMaNHO Bpeme 3a OTTOBOP Ha 3aABKK, KaTo CPeAHOTO Bpeme
3a 3aABKa TpA6Ba a GbAe NO-Ma/IKO OT 1 CeKYHAA, C MaKCUMyM 1 CeKyH/AA CTaHAAPTHO

[apaHTUpaHe Ha MUHUMaNHO
Bpeme 33 06paboTka Ha
NOCTLAMAUTE CUTHANK.

10 000 ne.

12 000 ns.

CnpasouyHa cuctema - PaspaboTka Ha
reHepaTop Ha CNpaBKku U OTHETU

1. CnpasoyHata cuctema Tpabsa pa3nonara Cbe cne4HaTa GyHKLMOHANHOCT:

* 3ajaBaHe Ha GUATPW NO PA3NUUHM KPUTEPUN NPEAM U3BNIUYAHE HA PE3YNTaTUTE;
* 3anaBaHe Ha HaYMH Ha COPTUPAHE Ha PE3YNTATUT
* lpeAcTaBAHe Ha pe3ynTaTUTe OT CNPaBKa B TABANYEH BAA;

 NpeacTapaHe Ha pe3ynTaTuTe OT CNPaBKa BbB BU/ Ha AUarpama;

* KOMBUHMpaHW cNpaBku, BKNKOYBALIM Pe3yNTaTi B TABAUYEH BUA U ANarpamu;

¢ [la ce yka3BaT KONOHWUTE, KOUTO Aa HbAAT BKNIOYEHW B CNPABKATA U TEXHUTE NapameTpy;

* Bb3MOXXHOCT 3a OTneyaTBaHe no npeasapuTenHo AeduHnpann obpasum;

* CnpaskuTe TpabBa Aa MoOraT fa ce eKcnopTupar BB ¢paiinose B CTaHaapTeH popmar.
CnpaskuTe TpaGBa f1a MOraT /ja ce BU3yann3npar no npernefeH HauuH Ha eKpaH, a Cbulo Taka Aa
Ce CbXpaHABaT IOKANHO Ha KOMNIOTLP, MUHUMYM B CieaHUTe dopmaTu:

- CtpykTypupaHa Excel — Tabnuua 3a cnpaskvte, Y4UMTO pes3yntat npeacTasnssa TabanyieH
CNWUCHK € pe3ynTaTi 3a noseye oT eAnH 0BeKT Ha MHAYCTPUanHaTa cobCTBEHOCT;

- PDF = nokymeHT

* Bb3MOXKHOCT 3a Cb3AaBaHe Ha N10rM4ecka Bpb3Ka MeXAy pasnniHu Tabanuum v usrneam;

* Bb3MOXKHOCT 3a CbhxpaHABaHe Ha NpeaedUHUPaHN CNIPABKK - GUATPU, KONOHK, COPTHUPaHE,
obpaseu, BUA Anarpama v Ap. NapameTpu.

2. CnpaBOYHMAT MOAYN TPAGBA Aa BKNIOYBA KaTO MUHWMYM CAeAHUTE paboTHW mecTa:

* Cb3aasaHe W pefjakuma Ha WabaoHK 33 OTHETU — MUHUMYM /18€ PabOTHU MecTa;

* M3anbaHeHWe v Npernes Ha 0TYeTU — MUHUMYM NeT paboTHU mecTa.

B cnyyait, ye npesnaraHoTo peweHne M3UCKBa U3NON3BAHETO Ha 6a30B copTyep, TO KAHANAATLT
TpabBa Aa AOCTaBU HEOBXOAUMUTE NNLEH3U.

3. UaroTeAHe Ha AOKYMEHTaUMUA

Taka cb3pageHuTe cnpasku Tpabea na 6bAAT A06pe AOKYMEHTUPAHN U CYKUTENUTE Ha OTAENa,
TpA6Ba Aa 6bAAT 06y4eHU Kak A3 NPOMEHAT TAXHATa AePUHULMA NpU HeobXxoAMMOCT, u/unmu aa
Cb3/1aBaT HOBM CNPaBKU.

Bb3MOXKHOCT 3a reHepupaHe Ha
HeobxoAMmuTe CNpasku No
3afjaneHm KpUTepUN.

O6yueH nepcoran Ha CERT
Bulgaria aa uapabotsa HOBM 1 fa
npeaeduHUpa cTapu CnpaBku.
ABTOMaTUUHO reHepupaHe Ha
[HEBHU OTYETU 33 AENHOCTTa Ha
CERT Bulgaria.

80 000 ne.

96 000 ne.

10

O6HoBABaHe AU3aitHa Ha NnybanWYHaTa YacT Ha
noptana 3a MUC www.govcert.bg

B ny6anyHaTa yacT Ha NoOpTana Aa MMa Bb3MOMKHOCT 3a TbpCeHe No U3pas, Ayma u/unu pata Ha
nybnukysaHe B pasgenute ,Npeaynpexaenunsn”, ,Cosetn”, ,HosuHn",

OrpaHuyenuneTto B obema 1 popmata Ha MaTepuUanuTe, KOUTO ca B Ny6AMUHATA YaCT Ha NopTana B
pasgennute ,lMpeaynpewaenna”, ,Coetn”, ,HoBUHK" fa MOXKe Aa Bbae KOHTPOAMPaHO.

MAa uMa rbBKaBOCT Npu M360p Ha €3UK, Ha KOWMTO LWe ce NybanKyBaT MeTpuanute B pasaenute
JMpeaynpexaenns”, ,CoBetn”, ,HOBUHN" W afeKBaTHa BU3yanusauma.

Kanaupatute Tpabea Aa npeaocTaBAT Au3aiiH Ha yeb caiita www.govcert.bg, koito Tpabsa aa
m,v)m neceH 3a n3non3saHe, MHTYUTUBEH U 1eCeH 3a Bb3NpuemaHe

Ob6HoBeHa BM3uA Ha yeb caitta Ha
CERT Bulgaria.

4000 ns.

4800 n..

Z
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WUne Ha geiinoct

cAAC

AOKYMeHTauus

11 |Pa3paboTBaHe Ha eKcnnoaTauMoHHa

M3nbAHUTENAT Aa N3rOTBU 1 Npefaje CAeAHUTE KPaTKU MHCTPYKLMU W NPOLEAYpU:

- MHCTPYKUWA 32 MHCTanupaHe Ha SSL cepTudmkar;

- Npoueaypa 3a HanMBaHe Ha YA3BUMOCTH;

- O6HoBABaHe Ha CPE BepcuATa, KOATO CE NON3BA NPU BbBEKAAHE HA UHCTAaNAUMOHHaTa 6asa
AAHHU HA KOHCTUTYEHTUTE;

- Mpoueaypa 3a cbnocTaBAHe Ha MHCTaNaLMOHHATA 6a3a AaHHK C YA3BUMOCTUTE;

- WHCTpyKumA 3a RSS — Ha BUpYCYK 1 YA3IBUMOCTH, peanusmnpana Ha yeb cainTa;

- Mpouyeaypa 3a cnupaHe U NyckaHe Ha BbTPEWHWA MOAYA 1 yeb caiiTa;

- Npoueaypa 3a Bb3CTAHOBABAHE Ha CMCTEMATa OT apXuB;

- Npoueaypa 3a apxuBUpaHe Ha CUCTEMATA;

- HCTPYKUMK 3a NpunaraHe Ha akTyanu3aunm Ha BCEKU AUH OT CobyepHUTE KOMMNOHEHTH,
M3rpamAaalm noprana;

- lMpoueaypa 3a 06paboTka Ha MHOXecTeO IP agpeca;

- M 33 BCUUKM pa3paboTenn GyHKLUMOHANHOCTM, KOUTO He Ca CNOMEHATH B NPEAULLIHNATE TOUKM.

PaspaboreHa Heobxoaumara
EKCNN0ATaLMOHHA AOKYMEHTALMA.
O6yueH nepconan Ha CERT
Bulgaria na npunara cvotseTHuTe
MHCTPYKUWW U NpoLeaypu.

6 000 ns.

12 |lapaHuMOHHa NOAAPBIKKA

MNepnoabT Ha rapaHuMoHHaTa NOAAPBKKA Aa BbAe MUHUMYM eAjHa FTOAMHA CNes NpUemaHe Ha

3a uenta ga 6vae noapobHO paspaboTteHa Npoueaypa 3a rapaHUMOHHO 06CAyKBaHE, KOATO Aa
ChabpKa:

* CPOK Ha rapaHLMOHHaTa NOAAPBIKKA

* O6XBaT Ha rapaHLMOHHaTa NOAAPBLIKKA

* OpraHn3auma Ha NOAAPLIKKATA

* [leHOCTU NO NOAAPBIKKATA

* MeToA0N0rMA 33 U3BBPLIBAHE HA NOAAPBIKKATA

* CucTema 3a NPOC/IefIABAHE U PErUCTPUPAHE HA MHUMARHTH

lapaHuroHHaTa noaApbIKKa TPAGBa Aa BKAOYBA MUHUMYM CAEAHOTO:

* OTCTPaHABAHE Ha BCUYKN YCTAHOBEHU OT Bb3NOKUTENA HECHOTBETCTBIA NPK
DYHKLMOHMPAHETO Ha MOAYIUTE C M3UCKBAHMATA HA TEXHWUECKATa CneuuuKaums;

* HechOTBETCTBUA HA EKCNA0ATALMOHHATA JOKYMEHTALUMA U GYHKUMOHMPAHETO Ha MOAy UTE.

pa3paboTkata 1 Aa ce M3nN0N3Ba online CUCTEMa 3a perncTpUpaHe U NpocieaABaHe Ha 3anskara.

B pamkuTe Ha rapaHLyMoHHUA
nepuoA Aa ca OTCTPaHeHn:

- BCUYKM OTKPUTU FPEWKN n
HeCLOTBETCTBUA NPU
DYHKLMOHMPAHETO Ha MOAYAUTE C
M3NCKBaHMATA HA TeXHUYecKaTa
cneyndurauun;

- HECBOTBETCTBUA Ha
eKcnnoartaumMoHHaTa
AOKYMEHTaUMA 1
DYHKUMOHUPAHETO Ha MOAY/IUTE.

1 roavHa

80 000 ns. 96 000 ns.

6

Aonyctumo e U

B cToiiHOCTTa Cneasa Aa BbAAT BKNOYEHU BCUUKM PA3XOAM, Ci c

Jlava: 21.08.2017

TENAT, NPy

T, Aa NPEANONKM U Apyr codTyep.
: Ha nop

3 B CLOTBETCTBUE C NOCOMEHUTE B NOKAHaTa M B HACTOAWOTO

NOANUC v NEYAT:
/Csetna Manonosa/

/Ynpasuten/

7 P

3annyeHo Ha
OCHOBaHwue 4n. 2 oT
3314
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